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0. OVERVIEW OFT SIGV ACTIONN 2016 & 2017

This report on tle development of the PT SIC Igtidn (2015PTIA-0010) corresponding to
the period from 0207-2016 to 0630-2017, is an integral part of tHaterim Technical Report.

The Portuguese Safer Internet Centre (PT SCG&ntro Internet Segurais a partnership ofive
organizationsvhich core work and expertise are relevant in makthg Internet a safer place

PT SIC is donded by the European Commission, through the r@@mting Europe Facility
(CEF), and part of the INSAFE network that encompasses thirty more European Centres of its
kind, focusing on three main areg@awareness raising, helpline and a hotline.

Throughout thelast 12months PT SIC developasvareness rising initiatives and tools to
empower children, youngsters and people in general to keep themselves safe on the Internet.
The awareness centres kept on developing engaging new resdorpesmote awareness.

As always, one of the highlight momentsR¥fSICactionwasthe Safer Internet Day initiative,
divided insome main events, namely
1 The SeminaBafer Internet Day 2017"Be the change: Unitéor a better internet"q

developed with the support of DNS.pt. In this semiri&F, SIC invited speakers such as
youtubers, gamers, bloggers, athletes and journalists to contribute with their personal
and professional perspective for a reflection on how the Internet can transform our
lives in a positive way. Also, in this sessiortugal Telecom FoundatioffrP) made
an awareness session about Cyber Hygiene #ral session was closedith the
¢CKSFGNB tflé> aLRSYGARFIRS S5AIAGEE Hdnédd t N
was free and open to the publibut registration was rguired,;

1 ¢KS +ARS202yFSNBYyOS a.S GKS [/ KFy3aSy !'yAads -
Day,that was aided with Portuguese Sign Language Synchronous Interpretation, with
support of educational resources prepared for people with disabilities (deaf, low
vision/blind peopleyeached more thar.300 citizens, mostly students;

1 Microsoft Partnership with Gendarmerie (GNR), which promoted several training
sessions across the country, during SID manEebruary. The main targets forese
sessions were students and teachers (from primary to high school), as well as
guardiansLJr NByGa IyR aSyA2NBR® ¢KSAaS aSasizya
offices with media coverage.

&\
(s}

Regarding the work done under the framework of the No HateeSh Movement, PT SIC
participated in the development of several trainings and workshops for young people and
youth workers (which act like multiplier agents) to promote a responsible use of the Internet,
countering hate speech and stepping up for Humaght in various online platform®©ne
testimonycan be seemt https://goo.gl/nwTh4z

AMYAYTI (2 LINRY2GS @e2dzy3 LIS2LX SQa LI NIAOALI GAz2Yy
young volunteers and activists, preparing them to develop either online and offline initiatives
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allowing them to reach different kinds of targets: children, young peoparents, teachers,
social workers and seniors.

During 2016and 2017, PT SICthrough FPT held awareness sessions in schools and senior
universities. Theesessions covered children, youth, adults and seniors in Continental Portugal
and islands. In atition to these sessions, the theatre playdentidade Digitah ® was shown

for a total of 46 sessions, having been seen by young people, adults and seniors.

PT Si@articipated at the 5th Chil&afety Faiof Ribeira GrandeAzoresjn direct cooperédon

with FPTand organized by the Law Enforcement Agency (PSP) promoting short sessions of
online security for childrerAnimations, children's games and lessons plans for teachers

made available on the website More details of this event can be seeat:
http://comunicaremseguranca.sapo.pt/recurs@801

Due to the strong media impact regarding blue whale challenge, PT SIC focused part of its work
on keeping an open and responsisi@gannel with the national press and raising awareness not
only for dangerous online challenges but also to the importance of media and the impact of
fake news on societlyehaviour

Following the work that has been done on previous actid?B, SIGkeeps poviding direct
support to those who need assistance to solve problems reguftom the use of the Internet,
through its helplineg Linha Internet Segur@T SIC HotlineLinha ALERTAalso maintains its
relevant work, aidingthose who wish to report hanful and illegal content found on the
Internet.

PT SIC continues to contribute to a conscious digital education and citizenship, encouraging a
safer use of online technologies for the benefit of society and promoting the online protection
of children, lut also the elderly and the general public.


http://comunicaremseguranca.sapo.pt/recursos-7301

1. INSAFE & INHOPE NEDWRKS

Insafe is a network ofnational nodes that coordinate
T Internet safety awareness in Europe. The network interacts
I HOPE with industry, schools and families in the aim of
empowering people to bridge the digital divide between
home and school and between generations. Insafe seeks to
raise Internet safetyawareness stastards and support the
development of information literacy for all and also is the
organizer of the Safer Internet Day in Europe, observed annually in February, where more than
100 countries mark the day by developing awareness raising activities.

Inhope is the International Association of Internet Hotlines and coordinates a network of
Internet Hotlines all over the world, supporting them in responding to reports of illegal content
to make the Internet safer. Since 1999 it has grown to a network of ntae #8 Hotlines
across the globe. The main task of these hotlines is to combat online child sexual exploitation
and child sexual abuse material (CSAM) and also to suppress contents that promote racism,
xenophobia and violence.

2. PORTUGUESE SAHERERNET CENTRE &CT)

2.1.CONSORTIUM

ThePT SlGsapartnership of ive entities, namely:

Fundacéo para a Ciéncia e a Tecnologia, |.P. (i8Gf¢ coordinator of PT SIC Consortium and

is the main funding agency for research in Portugal. FCRlkaghe mission of coordinating

the policies for the Information Society and mobilizing it through dissemination, qualification
and research activities. Besides, FCT has a major role in promoting ICT development and ICT
literacy.

Directorate-General for Education (DGEjs under the Ministry of Education, and amongst

others, has the mission to conceive, develop and evaluate the initiatives concerning the use of
LYGSNYySi Ay a0K22f&a FyR Ay fSFENYyAy3a LINEOSaaSaod
policies are implemented regarding the pedagogical and didactic components -gtipoel,

primary, lower and upper secondary education, as well as the provision of education for

children not attending school. Internationally, DGE is responsible foreth&inningand

eSafety Label Project.

Portuguese Institute for Sports and Youth (IPs} public institute which mission is to run an

integrated and decentralized policy in the areas of sport and youth, in close collaboration with

public and private enfiA S&> LI NOAOdzE N @ 6A0GK &LRNILIAQ 2 NJ
associations and local authorities, and also the promotion of scientific and technical knowledge
particularly concerning ICT, as a way to prepare, train and support the community, mostly


http://www.google.pt/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=ItVuP5OFbauzxM&tbnid=30CG4-j7hnI2KM:&ved=0CAUQjRw&url=http://www.childnet.com/what-we-do/supporters&ei=z8jOUvCpBOH50gWB0oGwBg&bvm=bv.59026428,d.d2k&psig=AFQjCNFK3pZ6ZOxCziASptq89QIdJsC9XQ&ust=1389369912270048

young people. Nationally, IPDJ acts as a coordinator of Youth Information Points Network
Youth Information Helplineas well as coordinator of National Committee of No Hate Speech
Movement Campaign, promoted by Council of Europe.

Portugal Telecom Foundatioi(FPT)is a nonlucrative organization, created and funded by
Portugal Telecom, the Telecommunications Operator Leader in Portugal. In the social
dimension,FPT is a fundamental pillar, with a priority focus in the areas of Entrepreneurship,
Education andCulture. The contribution oFPT tothe Information Society and access to
Information and Communication Technologies also materializes through the encouragement of
personal digital capacitiesdevelopment in particular the support to citizens with special
communication needs.

Microsoft Portugalis part of Microsoft Corporation with a key role in spreading of information
technology usage and the promotion of digital inclusion with a strong input in educational
activities. Security is one of the areas where Microsoft has been working with public and
private institutions to promote the safe usage of information technologies.

2.2.MISSION & STRUCTURE

PTSIC wasreatedin 2007under the strategic orientation to assure privacy and security in the
use of the Internet, more specifically, to guarantee that all the citizens have access and are
able to access and to manage tools that can protect them from the risks that might derive
from the use of the Internet.

The main goals of the project are:

To promote the safe use of the Internet

To raise awareness in society for the risks associated to the use of the Internet
To report illegal contents in the Internet

To minimize the effects of illegal and harmful contents

= =4 4 A

Toachieve its goals, PT SIC divides its work in four main functions:

a. Generic Awareness CenteeCentro Internet Sequrawith an objective to educate and
raise awareness among the general publiout online safety. This work is led BET
when it comes to the general public

b. School Awareness NodeSeqguraNet with a particular focus on raising awareness of
children, parents and teachers on how to stay safe online, DGE is responsible for
running this Awareness Node in cooperation with the National ICT Competence
Centres.

c. Hotline¢ LinhaALERTAperated byFCTor the public to report illegal content on the
Internet in an anonymous way. After receiving a report, the hotline works in
partnership with the online industry, law enforcement, government and international
partners to eliminate or diminish the accdsity of this content, specifically child
pornography images hosted anywhere in the world.
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d. Helplinec¢ Linhalnternet Sequraprovided byCT helping children, young people and
adults with any online safety issues they may face themselves.

In order toaccomplish PT SIC mission, every effort is made to produce inventive, educational
and appropriate tools, resources and campaigns to engage and motivate children, young
people, teachers, social workeradults and seniorso consider their own online safedy L (i Q&
also recognized the need to build and strengthen a network with all theektaiders that are
involved in mternet safety and security, public and private institutions and thirskector
organizations; in cooperative spirit and reinforcirgpositive messagabout the use of online
technologies.

Like so, PT SIC counts with two consultancy bodies to better design and prepare its resources
and campaigns:

a. TheDigital Leaders initiative for Portuguese schools aims to improve the knowledge
and mmpetences of safer use of thatérnet and mobile devices, within educational
communities, through specific nefiormal training of selected students (from 9 to 18
years old), during the school year. The dissemination of competences is achieved
through thedevelopment of noformal awareness sessions promoted by those Digital
Leaders students within their educational communities, using the skills acquired and
the proposed educational materials. Students Digital Leaders will also act as privileged
counselorsboth of SeguraNet andCentro Internet Seguraln each educational
communitythere is, at leastpne teacher responsible for the students aativities.

b. Advisory Board; This organ comprises entities and personalities with a recognized
know how and respasibilities in the development of Information Society in Portugal,
as well as youth and children rights and protection. Inriagorting period the group
met two times Oecember and Mgyand was enlarged to a total o8 tstitutions, that
is: Foundationfor Science and Technology (FCT), DirecteGdaeral for Education
(DGE), Portuguese Institute for Sports and Youth (IPDJ), Microsoft Portugal, National
Confederation of Parents Associations (CONFAP), Association for the
Telecommunications Operators (APBRL), National Authority for the Communications
(ANACOM), PhD Cristina Ponte (EU KIDS ONLINE Portugal), Institute for Child Support
(IAC), Judicial Police (PJ), High Commissariat for Immigration and Intercultural Dialogue
(ACIDI), National Association faformation Technologies and Electronics Enterprises
(ANETIE), PhD Gustavo Cardoso, National Commission for the Protection of Children
and Young People at Risk (CNPCJR), School Libraries Network (RBE), Portuguese Data
Protection Authority (CNPD), GooglBational Council for Youth (CNJ), National
Commissioof UNESEEX / Fal R2& . A0&aQ aSRAF tFNIYSN Iy
Victim Support (APAV), Portugal Telecom Foundation (FPT) and Association DNS.pt.
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3. AWARENESS RAISINERUCATIONAL ACTI\ESI

3.1. SAFER INTERNET DERYWITIES IN 2017

OVERVIEW OF SAFERARNET DAY 2017

During 2017, Safer Internet Day activities in Portugal registered more than 217.000
participants, with over 8.500 schools involved. This period was also particularly active
regarding online presence and communication through media, reaching 60 media articles
(including printed, radioTVand online articles)8 press releases, and other communications
through various newsletters related to the school community.

Even though Sef Internet Day 2017 refers to the global action on FebrudtyPT SIC kept
promoting activities throughout the month. Below followsdescription othese activities and
their highlights.

3.1.1.SAFER INTERNET DELEBRATION EVENTS
Safer Internet Day 2017 Initiative in Portugal was constituted by two oeé@bration events:

During the morning, the Safer
Internet Day 2017Seminar- "Be

the change: Unite for a better
internet" ¢ developed with the
support of DNS.ptand targeting

not only children and adolescents,
but alsoparents,teachers, trainers,
press and industryln this seminar,

_ PT SIC invited speakers such as
youtubers, gamers, bloggers, athletes and journalists to contribute with their personal and
professional perspectivéor a reflection on how the Internet can transform our lives in a
positive way Participation in the Safer Internet Day Seminar was free and open to the public,
but registration was requiredlhis event reachgemore than 200 people.

During the afternoonthevA RS 2 O 2 y T S|NE’ 5 pom- s
GKS /KIy3sSYy |yAads ?NJ““"T‘”“““’"(S"”@ uu GlsS N
technically aided with Portuguese Sig : ‘
Langiage Synchronous Interpretation and al§ofs5 =
with  support of educational resource$ -
prepared for people with disabilities (deaf, loe- . =
vision/blind peofe) which reached more than e
3.300 citizens, mostly students.
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3.1.2.SAFER INTERNET DAWMEAIGN ON SCHOOLS

The Safer Internet Day in schools campais launched to all Portuguese schools through
SeguraNetiming at the development of initiatives celebratitige Safer Internet Day during
February month. A special webpage (http://www.seguranet.pt/fevereiro2017/) was created to
give support and make resources available to teachers and educators for the pi@esibof

actions in schoold=or this initiative 297 schools and clusters registergsltasks, but it is know

that some schools held events without registering on the platform. Municipalities are also
involved in the event in order to ensure the partiaifpn of schools under their remiMore

than 60 municipalities took part in the Safer Internet Day month. SeguraNet sessions were
also held in the Autonomous Regions of Madeira and Azores by the ICT Competence Centre of
Aveiro University.

3.1.3.SAFERNTERNET DAY EVENM@ROSOFT

On the 7 of February Microsoft hosted in
partnership with GNR an event dis offices to
celebrate Safer Internet Day. This consisted in
training sessions regarding safe conduct online,
which were dividedby target audience: middle
school students (300), parents and guardians (80),
teachers (80) andesiors (100).

Throughout the day, these sessions were replicat
in schools and other educational iftstions across
the country to students from gimary tohigh stool,
parents and guardianseachers andeniors.

Materials and resourcesan be found at:
aka.ms/internetseqgura2017materiais
aka.ms/swayinternetsegura

3.14. THEATRE PLAY LEBITIDADE DIGITR&LO¢

In 2012, recognizing the importance of the projéct 2 Y dzy A O NJ SFPT de®BpmiaNI y cel & >
an initiative that made possible to reach out to young people in a playful and creative way.

¢ KNRdzAK GKS GKSIGNB LXF& abnz2 Flholada |2a 2dziNR:
Pedro Gorgia, Alexandre @&ilva and Vicente Morais, young people from all over the country

watched the play that addressed the issues of bullying and cyberbullying.

After this first successful initiative, in 2013 a new play was develeped 1|j dzS Sadt a | ¥
(What are you daig?!), focusing on Internet privacy and information sharing.
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https://eduteste-my.sharepoint.com/personal/eduteam_mseducacao_com/_layouts/15/guestaccess.aspx?folderid=0d57515d767f64ce7a3a27c72e69309a0&authkey=AZ3eYhng67-i7yidRtcKlfk
https://sway.com/ZAdcYhkibs7v9D3v?ref=Link

In 2014/2015, there was a new investment and new contents were developed for a new
GKSFGNB LXlFed b[A1ST dzY Of AljdzS LIRS YdzRI NJ I {d;
then promoted.

{ AYOS H A Mp K Hdemidade Difjifdis0 |t
(ID 2.0 has been exhibited with the objective t
transmit good practices for the use of the Intern
in a playful and fun way. Through the
dramatization with known actors, basic conceg
and tips of onlhe safetyare transmitted in a
playful and fun waythis theatre play has bee
proven as a great way to raise awareness
different publics, especially younger targe e ——
During February, this play has reached a total of 3.071 students in partnershigahitiols
and municipalities.

Also,during SID SeminafPT maderaawareness session abt Cyber Hygiene and closed this
session with the Theatre Plagaching more than 200 participants.

Throughout the last 12 months thelay was exhibited 46 timeseaching a total of 11.282
students.

Formoreinformation about the theatre play
https://www.facebook.com/ldatuamarcananet/
https://www.facebook.com/cmribeiragrd/posts/1385401064833009

3.15. FPT VOLUNTEERING BKH

During February,using a volunteer scheme
involving Portugal Telecom workers in
partnership with Law Enforcement Agency (PS
FPT developed several awareness sessiong
regarding online safety issues and smartpho
usage. These sessions tamggnot only students
but also parents, carers and senior citizens.

A total of 192 awareness sessions were develoj
on schools, gathering a total of(56 partiGpants
from 49 schools, including296 participants from
T 2NB&Y RdzZNAYy3I GKS LI NGAOALN GAZ2Y 2y GCSANI

pul;
(V)

For more information about this participation:
https://www.facebook.com/166127083463591/vide0s/1237381959671426/
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https://www.facebook.com/Idatuamarcananet/
https://www.facebook.com/cmribeiragrd/posts/1385401064833009
https://www.facebook.com/166127083463591/videos/1237381959671426/

Besides this work on schools, FPT also developed 4 awareness sessions for Senior Universities,
gathering 250 students and another 4 awareness sessions for parents gat@@&nuarents/
guardians.

A total of 2.786 students from 27 schools were involved in these activities
The resources used ftlese sessionsan be seen at:
http://comunicaremseguranca.sapo.pt/recurs@801;

https://2u606f.s.cld.pt

odmMdPc ® Gb! +9DX{ 9a {9D! w! bd! K¢

The yearly volunteer training program developed by IPDJ trained and prepared 32
professionals and 2@lunteers to raise awareness throughout February. This group of
volunteers was able to engage304 participants in 57 awareness sessions across the country.

Find out more on the following links:
https://qgoo.gl/ABNz8;
https://goo.gl/AsoAct
https://goo.gl/GS2frX

13170 ht 9w! ¢Lhad {@9DILw!lbd! ¢

Through adirect cooperationwith FPT Law Enforcement Agency has reached more than
36745 students in more thandbnn | ¢ NBySaa aSaaizya (KNRdAdAK
{ S 3 dzNJFigdaelit tnore irttp://obreves.pt/2017/01/31/psp-clicasequrancal

3.2. ACTIVITIES DEVELOHRDUGHOUT YEARS 2016

‘3.2.1.RAISING AWARENESSOAFA PIA DESBOA

Following last action's work, PT SIC developed awareness sessions-Em@aiierment
Apartments,Foster Homes and Education & Development Centers, in Casa Pia decl@Pba
These sessions followed differeripproaches of interventiordepending on the target groups.

For the children from 6 to 17 years old,

small focusggroups (max 5/6 persons)

coordinated by2 trainers, who directed

. . . - -
Cﬂas&?‘ @, questions regarding thie online
L. behaviours and the risks involved. Even
isboa. o ot

though there's still not enough data to

state that young people behaviour has

charged, we can conclude 2 thing$ese
sessions were highly engagenhost kids/young people arrived tihesesessions uninterdsed
and bored, and left discussiranline issues and more alert to certain aspects of online risks.
On the other handcarers deteted further discussions about online safdtypics during the
following weeks.
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http://comunicaremseguranca.sapo.pt/recursos-7301
https://2u606f.s.cld.pt/
https://goo.gl/ABNzc9
https://goo.gl/AsoAcL
https://goo.gl/GS2frX
http://obreves.pt/2017/01/31/psp-clica-seguranca/

For the adolescents with 18+ years old, afeddnt methodology was used, with larger
discussion groups and using specific simulations based on real life risks such as grooming,
catfishing, revenge porn and online privacy. The adolescents needed to choose the best course
of action, justifying their lzoices.Usingthis methodology, CPL coordinators were invited to

join the discussiormndto cooperate faceto-face with them.

3.22.ab! £9DX{ 9a !{KD | twhbDiw! a

Naveg@s em Seguranga Program is an awareness and educational program that aims to
contribute to the development of responsible and safe use of the Internet through the
implementation of shodi A YS o6cnQ (2 dnQ0 g NBySaa NIAAAY:
participants. These activities take place in all the country districts in Youth Infonm@énters

(Lojas PontoJA), schools, social institutions, municipalities and others. Until June 2017, the

young volunteers animated 394 sessions witl249 participants from different publics:

children, young people, parents, teachers, social workers amioss. The sessions period

finished on the 14/07/2017 and the report and evaluation process will be raadye end of

September 2017.

‘3.2.3.MICROSOFT VOLUNTBRERBECHEMESAFER INERENT SESSIONS

Throughout the past few months since the l

kickoff on the 7th of February, across the - d .
country Microsoft employees, GNR agents | onem Hoquod - loe, o que
and other volunteers led training sessions ‘,\mi&‘m E‘SQ ©@e (o .-
at schools and other educational 1 % OST;;;(‘;&% She -
institutions on how to safely navigate
online. These were the same resources al
contents used in the eventheld at
Microsoft on the Safer Inteet Day. The
target ranged from pgmary to high school
students, @rents and guardians, teachers anénsors. So far, nearly 600 people were
impacted.

‘3.2.4.PARENTS AWARENESEOLEGIO SAO JOAOHBETO

PT SIC was invited talevelop 2
COLEGIO awareness sessions for amnts/
SJOAU DEBRITO guardians in Colégio Sao Joao de Brito

in Lisbon These sessions happened in

March 3% and May 11" and were
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discussed different issues, namely online privacy, Internet of Toys, risks regandiine

predators, safe use of mobile technologies, sexting, revenge porn, fake news and the blue
whale challenge. The two sessions gathered a total of 295 participants which were extremely
engaged and highly motivated to participate on these sessi@hkéng questions and discussing

all different topicsC2 NJ 1 KA & &aSaaizys t¢ {L/ RS@OSt2LISR

¢! 3dzZARS F2NJ LI NBydaéo

‘3.2.5. WELLBEING @ WORK PT SIC AWRENESS IN NOKIARPTUGAL

PT SIC was invitday Nokia to develogwo workshops in their North (Aveiro) and Center

(Lisban) headquarters, as part of a corporate initiative promoting vaeling in the workplace.

For trese sessions, PT St2LJ3 NJ R §
internal resourceg & A Y \¢ A guide for
LI NBy (daé¢z A ggartingRasi
rules for online safety, password creatio .
and storage, phishing, online SCA iKnow!
digital footprint and its impact on Um guia para Acompanhar o Mundo Digital
employability, online relationships anc
copyrights.

internet
segura@pt

[ e s e e

The two sessions gathered a total 48 participants which highly motivated to participate on

these sessions, asking questions and discussing all different topics.

3.2.6.FPTVOLUNTEERING SCHEME

Throughout the yearusing a volunteer scheme involvir@ortugal Telecomworkers in

partnership wih Law Enforcement Agency (PSF)Tdeveloped severalawareness sessions
regarding online safety issues and smartphone usage. These sessions target not only students

=1 T w but also parents, carers and senior citizeins12
a Vit aniEs of 74.182 students weer

months, a total

throughout 539 schools.
Find out more about these sessions in:

https://goo.qgl/Zuxtyp

https://goo.qgl/jsPtzk

‘3.2.7. NATIONAL DEFENSE [@ANVPAIGN

Since 2014 the Directorat@eneral for Education participates in the National Defence -Day
NDD- a compulsory day of activities in a miligarnit for all the Portuguese citizens reaching
18 years old that is organized by the Ministry of Natial Defense in 21 military units of the
three branches of the Armed Forces, across mainland Portégates and Madeira islands.
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https://goo.gl/Zuxtyp
https://goo.gl/jsPtzk

About 900 sessions take place all over the country involving 130.000 youngsters every year.
Thesel8-yearolds attend a sessipon digital safety, delivered by SeguraNet.

DIA DA
DEFESA

NAGIONAL

This new form of celebrating NDD aims at contributing to the civic education of youth, thus
drawing civil society closer to the military institutiom addition tothe message from the
military component of Idtional Defenseother institutions were asked to take paof these
awarenesshuilding sessionsncluding National Authority for Civil Protection, Commission for
Citizenship and Gender Equality, Intervention Service for Addictive and Dependence
Behaviour Regional Health Boards, and the Director&teneral for Education.

These entities help deliver a variety of contents and activities which are highly interesting and
useful for youthpeople particularly in view of preventing all sorts of risks which thiget
audience is particularly exposed to.

The session on digit safetyis 30 minutes longafter a surveyabout Internet user profile be
filled. In thebegimingand endof the sessioris viewed an awareness video on data protection
and digital footpmt. During this session young people interact with an App that features 11
situations on digital security: backup copies, online reputation, digital footprint, sexting,
cyberbullying, helpline, hotline, veracity and reliability of online information, entiames,
data protection and others.

From 2015 NDD edition, each participant dsetablet whereis available an gp to simplify
the process. The participés had to complete two surveysocioeconomic characterization
and Internet user profile. All dataottected will beanalysedoy DirecdeGeral de Estatisticas da
Educacéao (Statistics General Directorate for Education).

Since 2016 NDD edition, the methodology of the sessions remained. The ICT Competence
Centres held some presencial sessions for each NiRiore

3.28. SEGURANET CHALLENGEBPETITION

SeguraNet Challenges (Desafios Segunaldet competition that has been taking place, since
2007, and is particularly significant because it is developed in the school context and receives
the inputs of all the educational community. Every school year the Challenges Competition
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involves around 30.000 participants; namely students, teachers and parents. Students from
first to ninth grade take part in the competition, which begins every year in October and
finishes in May.

There are two types of challenges: the challenges for the diyste (6-10 years old) and the
Challenges addressed to 2nd and 3rd cyclel@ Years al). Concerning the 2nd and 3cgcle
challenges, pupils are ask to form teams supported by a teacher in each school. Parallel to this,
parents also form teams and all must amswo the challenges proposed. These Challenges
addresses several digital safety issues (data protection, cyberbullying, sextogyneerce,

digital footprint/online reputation, online predators, and copyright, among other topics),
which are clustered imultiple-choice questions.

Each school may enter
the competition with as

many pupils, teachers
and parents teams, as
much the schools can
engage. The Challenges
addressed to the 1st
cycle consist in activities
which involve

collaborative work in

class, wth the help of the

teacher. Each year are
presented three

proposals concerning
digital safety issues.

Madeira and Azores
Autonomous Regions
© tcrmactes e o n : Islands schools and the
Puma | o ' . wsto | [ Portuguese schools
around the world
(Luandaand Macau) have been alsgarticipating in the Challenges Competitiorin the
beginning, the prizes and certificates were awarded at Regional and National Meetings.
However, considering the high number of prizes awarded in each edition, they are currently
being mailed to the winning schools.

The 10th edition (Novenber 2016 to May 2017) involvelB.960students 651 teachers, 181
parents, in a total of 1992 participants where wasmplemented a new category for 1112
years oldstudents

In this last edition, 63 schools obtained more than 3000 pointgiich, according to the
regulation, allows them to be consider&kguraNet schools. In the primamghsol category,

37 classes completed the three proposed challenges and 47 classes completed one or two of
these challenges.
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3.29.ICT COMPETENCE CEHANHR

The ICT Competence Centres are part of a physical network composed of nine institutions,
which cooperate with SeguraNet nationwide. They also disseminate SeguraNet's online
publications and cooperate in awareness actions, thus extending the reach of S8gliréNt
action. The nine ICT Competence Centres geegraphicallylocated in Lisboa, Monte da
Caparica, Batalha, Aveiro, Setibal, Coimbra, Evora, Braga and Saiftaeé@entreslelivered
awarenessraising workshops for the whole educational community, as well as talks,
conferences, workshops in other institutions (Citglls Universities, Libraries, etc.). In the
reported period, the ICT Competence Centres developed about 200 awareness sessions.

3.2.10. MEDIA LITERACRGUP

SeguraNet team is collaborating with the Media Literacy Working Group. Based on the

FNI YSs2N] GaSRAIF [AGSNI Oeé¢ Ol LILINE OSeResdf y ! LINA €
activities and issues concerning school media on safety media risks. The Il National

Meeting of Education for Media was held in January 2017, involving about 200 participants:
http://erte.dge.mec.pt/i-encontro-nacionalde-educacaeparaosmedia

Por uma nova consciéncia
do espaco publico

5 e 6 de maio 2017

Porto, Fundacdo Eng. Anténio de Almeida

The 4th National Literacy, Media and Citizenship Congress was held in May 2017, involving
about 250 participants: http://erte.dge.mec.pt/noticias/4econgressenacionalliteracia
mediae-cidadania

3.2.11. ESAFETY LABEL PROJECT

In order to promote participation in the eSafety Label projestery year, it is disseminated
through institutional channelsnformation to the directions of educational establishments.
Experts of ICT Competence Centers also make this approach when they are asked to conduct
awareness sessions in schools.
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http://erte.dge.mec.pt/ii-encontro-nacional-de-educacao-para-os-media
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http://erte.dge.mec.pt/noticias/4o-congresso-nacional-literacia-media-e-cidadania

Join the
community

e
=
]

Problems

What would you do?

Through social networks are also disclosed periodically, specific materials profituctis
purpose, including the BD stripsSafety Label eSafety Label Gold, Silver and Bronyand
disclosure videos Selo de SegurangéEnsinar com Segurar);aThis second video was
produced recently and will be widely released in September, when the educational activities in
Portugal begin. A total of 209Ruguese schools have been awarded an eSafety label, out of
which one gold and four silver labels are highlighted in the maprreferenciacédo eSafety
Label

3.2.12. ETWINNING WORKGROUAFETY

In all eTwinning meeatigs that take placeni Portugal (regional, national, professional evelop
workshops and others) the issues of digital safety are addressed due to the fact that eTwinning
and SeguraNet projects are coordinated by the same team in the Ministry of Educdimn. T
seven Portuguese eTwinning ambassadors play a key role in this disseméftirbthat can
be foolowed online:

i1 eTwinning meetings- https://goo.gl/6LgGM§

i teachers training https://goo.gl/uspsli
The SeguraNet team also collaborates with the eSafety Task Force of the eTwinning project.

3.2.13. CODING EVENTGSESAFEY WORKSHOPS

DGE promoted regional and national events siBeptember2016to June2017, within the
framework of a pilot project named "Introduction to Coding in Primary School". These events
comprehended the all country, and included a workshop on Internet safety.

FACULDADE DE
> FCt RO & Tecwwomh These events assumed the
form of short training

actions and &ned to
support teachers involved

in the initiative

26 NOVEMBRO 2016 - implementation. It is also
Campus de Caparica ._—— W intended to continue the
training experiences
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https://goo.gl/usps1i

already promoted by DGE under this initiative. The initiative involved s88®ol tusters,
2.806 classes, 4393 students and.263 teachers.

3.2.14. TEACHER TRAINING

Two training plans have been developed and are already accredieel:specificallyfor
primary teachers and the other for librarian t@ers. Thee training plans are expected to be
implemented at the beginning dhe next school year.

3.215. NATO MILTINATIONAL CYBEHFENSE EDUCATION ANRAINING
PROJECT

In October, PT SIC was invited to join the Multinational Cyber Defesiseation and Training
Project (MNCDE&T), which has both national and international components. Nationally this
project is coordinated by the Portuguese Army Force. MNCDE&T Project builds upon the fact
that both at NATO and Allied nations levels, Educatiod Training (E&T) perform a central
role in the development, operation and maintenance of skills and competencies associated
with Cyber Defence Capabilities.

,,,,, 41 d“\u” IIldllUl 1"'" The aim of this project is to create a

et T 23 CD E&T Coordination Platform
(central coordination point for a
web of E&T activities). In this
context, the purpose of PT SIC (FCT,
DGEand CNC )Sparticipation is to
ensure the development of the
curriculum and contents of a Cyber
—SCICNCC Awareness Course.

ddgnu TC fol =

r¢ * nuhlic infdEmanin

3.2.16. REGIONAL GOVERNMEMN THE AUTONOMOUSGRENS

SeguraNet sessions were held in the Autonomous Regions of Madeira and Azores by ICT
Competence Centre of Aveiro University. Several activities were held for raising awareness on
Internet safety and onlindehaviourfor all kinds of audiences. The Autonous Rgion of
Madeira will soon have a SeguraNet ambassador to proni@@roject actionduring the next

school year. The Autonomouggdion of the Azores has already identified 4 teachers who will
perform SeguraNet ambassador, whave been already traing by SeguraNet team.

3.2.17. SEGURANET ACTIONSIICIALL-DISADVANTAS GROUPS
Two training workshops (Oporto and Lisbon) were hieldcollaboration with Portuguese

Judicial Police and Portuguese Child Support Instifotethe school collaborators from
Gt NPANF YE @2t ®BWAREI cn LI NIGAOALI YyGAD
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3.2.18. ICT CURRICULUM GOALS

Topics related with the use of online technologiesvédeen incorporated in the national

OdzNNA Odzt | AAYOS HAMHD ¢KS adz2o2SO0 GLYmENXYIGAZ2Y
7th and 8th school year) addresses digital safetated issues. Several resources have been
developedto support students and teachers in this area. Every school year, about 250.000

pupils aged 124 attend this ICT Subject. At timement, the ICThational Curriculum is being

reshaped by Portuguese Ministry of Education.

0o ®H OME® ¢G { / h CCIBSS SESSIONS BORGES

Ly LINIYSNBKALI gAGK t{tX G4KS hSANIaQ /AdGATSya
{ SAdzNT y cel ¢ I yoRtheNigst@dssiofidR the vieekgnd 6f June 10

This initiativetargets all citizens of Oeiras, in particular all the senidtsaims to promote a
welcoming environment for citizens to™ '
discuss the best practices related to
their safety including thepromotion

of proximity as a safety mechanism
among seniors. ‘

anv
o

PT SIC used its internal resour
OAYY20¢E 02 RA&O
practices and most common risk
related to SCAMs and Phishing, al
based on the Helpline Servic
Experience.

3.2.20. a ! TEA We | t ! wOCAWARENSES IN ESCOLA SECURIBADE
ESMORIZ

E The Directorate of the Association and the Association
- of Parents and Guardians of Education of Esmoriz
H Secondary School invited all parents and guardians to
copEp LI NIAOALIGS Ay (KBYK|EEIKSEEROSY
: o May 26", at 21:30, in the Library of the Secondary
26 MAIO 2017 School.

CHA COM PAIS
B PT SIC assured this awareness session, to discuss

T — GhytAyS {IFSde Ay | CrYAf& [ 2)
- once again, PT SIC used its new internal resource
GAYY26 YR RA&AOddzZaSR 2yfAyS LN
Toys, Smartphone responsible usage and fake news.
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4. INFORMATIVE & EDUCAONAL RESOURCES

4.1. SAFER INTERNET DAY72DIGITAL RESOURCE

During SID 2017, and for the first time, PT SIC made an exclusiad BliDitResource a
modular presentation that could be downloadéar free, only requiring a registration of the
users (this data was askedor statistical _

[ 1

purposes).
DIA DA INTERNET

) _ ) _ MAISISEGURA
This resourc@athers a collection of informatiofieleik [

regarding, online addiction, online igees, online
relationships and social network tips, combin
it with the view of abSG O2Y |/
episodes in the related topics

()

FCT Fundagio para a Ciducia ¢ a Tecuologia. [l
o g s 0 Mecansmo nterligar a Europa

More than 450 registration$or this download were collected and the data retrieved tell us
that this resourceeachedalmost 64.000 people

Find out more about this resource (now available with no need for registration) in:
https://www.internetsegura.pt/diada-internet-maissequra2017

42.4b9¢ [/ ha [/ h BADARTATBONLFOR PEBRVITH DISABILITIES

Considering its aim of building inclusive and accessible resources, PT SIC worked in close
collaboration with Unidade ACESSO of FCT, to develop 2 new versions of one of the most
popular resouces of PTSICG b S O2Y / 2y a0Asy OAl ¢ @

This webserie is now available with Portuguese Sign Language (allowing deaf people to
correctly understand it) and Portugeseidio Description (helping blind or low vision people to
better understand and imagine all

the entertaining and pedagogical

moments of this serie).

Thesenew resources were launched
in a mediatic session in October11
and are available in the PT SIC
Yautube page.Finally, this videos
were included in PT SIC Digital Safer
Internet DayResource, and used on
the Microsoft Mediatic Sessi@and
Microsoft ~ Volunteer =~ Scheme
Sessions.
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